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1 Datasheet ZyWALL USG FLEX 100 /200 /500 /700



GbE QIE{m|o|A Q! USB L E Z|¥
ZYXEL USG Flex29| QIE{IO|AE ZF ZEG 10/100/1000 Mbps £=5 X|5t0H, 2t2to| QI 0| A0 Routing, NAT, VLAN, Bridge 40|

7tSELCE DHCP Server 2 Relay 7|58 8% 4 A20{, AL8A} 2tZ0f tisll Zone Y F94S Sl WAN, LAN 2 VLAN QIE{HO]A
G2 A4Y 4 UASLILH Eot 28 L2 HYY o+ UAESF USB ZETH Z21e|of JSLICH

TS Wk U VPN 2| 45

ZYXEL USG Flex= C}Fst site-to-client and site-to-site VPN &2 2|8t =2 A 2|9 IPSec, L2TP, SSL VPN 2AlSZ 2|50 & A2| ZyXEL
HH|S2 AFZAL 2o 412 2{tt tH ARl A ZetE LAY 4~ AGUCH £3], SSL VPN HE0| 10 ZHEkstH 20| MA HZo2 A9 ALZAHE0|
LIS A|ARISl 2 SR7F Ha2|St AFE2E OS &tFol| ThE MA &7 2 AZ A|0j7t 7ts5t0] AFEAL 7|8e| Eot Bd E410| 7tsot=g 44
= AEH T
Multi-WAN & ZH| 0|=3}
Y WAN QIEMO[A SHF0M = RO EfElE M2 T QIHIO|A0M XHe|stA & 22 UCtst Ecjzieoz Qlsl Zoj7t &l 5t 2=
SYE0 MH|ATE ZCE|E ADE 22T £ UESLICH ZyXEL USG Flex Ol & & WAN 42| HEYT E3512 £0|7| 2l 22 T2 EAAL
2| ME 0|22t active-active 2= 214 (Load-Balancing) A& L active-passive failover 71440| 7ts35tH, 3|/ O|S3 L H2l 2t2E YAS
SolfA CHst MU A A2E Aojg &~ USUCH £t o HH| 222 Qs 20tst HEH T2 HOHE Aol YRt a2t & oo ZHE &Y
THO2 SH=Y0] 0|25 T 4 UELICE. active-passive failover 714 & OF OfL|2t DFAE] ZHH|0f| ZHOHT7t ErAHGHA| &| 2 e ZHH| Z0j| A
OFAE{Q| 7tet 2t2E (VRRP)E 25 S =6t WY H|2 HZLZ|= active-active WA 2 EZCh A|AH 2HO| LT HERZ R0 Aetst
0|Z3t 740| 7hsgfH .
CDR DNS Content filter
(Collaborative Detection & Response)
IDP, Anti-Malware, URL Threat Filter A|ZL|X C|O|E| H|O|AE 7|22 Web(URL) Content filtere= Z2t0|HEQ| HTTPS/ TLS
Jgto R Q/2M W2 HEYT AR oA ALO|Eo| H2stAHLt Hello DIAJZ[2] SNIZ =OiQlE 2F stASUCH MSH SAlE
HIZ4 EcfTS SdlAIZ|= A7t 22| 2 22|20 A L8 ojYde TLST.38{ A2 olitto| & B2t A0l M Haf A H =12 A0, ESNI
HESLITH AFZ A7 o WALOIEO|| YE sl HEA A =7t 2R = 0] £ AE5to] =0elo] 2=t =|0fU7| TiZ0ll Web Content filter
AR =YHSHH R ALEAS| HR IPE 2T5H0] CHE HEKA o2 2J7F OfFESLICH USG FLEX AI2I2O0|M AMEAH 2AIE
ol S48 AL T £ ALZAIS| ZR0l= APOIM HES 7152 DNS Content filtere= DNS query OIAIZOAM E=OiQIS
siAstl A HZE Al H2|El VLAN IPE &Y 5t0] 271 ZEel &g 2557|020 Web Content filter}t 874 otd 40l =0yl HZ S
22| gL C Aol & & AU

2 Datasheet ZyWALL USG FLEX 100 /200 / 500 / 700



Secure WiFi
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SecuReporter
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Email Security
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Application Patrol
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Intrusion Detection and Prevention(IDP)= L8 HEL 30| 2IES 4 Ql= EZ0| 20fL} B0 ZH0| 2o|Zol 28 T2 28 AMA|ZH 2| 5t
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fUaEfIE AEE + A UL

2
= =
g #

Amazon VPN Firewall Gateway2t VPNS &

3504 AWS Public Cloud StEH0f s VPCRF HZBLICE O BZES S3ll 7HY HEZ AWS
2| AAE AFESHD, Tt HEYZ BES Ao

Services v Resource Groups ~ * Download Configuration x
| VPC Dashboard - Reso u rces O Please choose the configuration 1o downioad based on your type of customer gateway.
O 1 vendor | Zyxel Gl
Ih;e v = Platfarm Zywall 110 * 6
one Start VPC Wizard Launch EC2 Instances asesvsre [ Braaiiaercil =10
Virtual Private MNote: Your Instances will faunch in the US West (Oregon ) reglon L}

Cancel Yes, Downioad

Customer Gateway Devices We've Tested
Your customer gateway can be a physical or software appliance.

This guide presents information about how to configure the following devices that we have
tested with:

« Microsoft Windows Server 2008 R2 (or later) software

« Microsoft Windows Server 2012 R2 (or later) software

« Zyxel Zywall Series 4.20 (or later) software for statically routed VPN connections, or 4.30
{or later) software for dynamically routed VPN connections
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VPN diagram

7

VPC Subnet

Availabjity Zone

Azure A FZ A E

Microsoft Azure2| VnetGateway2} VPN £5t0{ Azure?| Virtual Network 2F HZ &L Ct.
HER A &40 QAMLE 7t =2 BGP(Border Gateway Patrol)2t VTI(Virtual Tunnel Interface) & O|235t0] 24& 4~ Q)

stolEl VPN ClHfojA 2 ClufolA 2Ad7t0|=

=t
Clufo|A ZZ Yot st BE VPN ClHio|& ol RE4e ClHIO|A AJ2|= OS HA VPN S8
AL T8 S50 Z&HE C2j0|A HEZS 2E HHI0|A= UTM Al2|= IKEV2/IPsecS £33t VTI
VPN 20| E2|0[0|M 2= FLCE F4d5t2]= VPN Gateway £249] ZLD v4.32+ )

) p o =T VPN Al2|= IKEv2/IPsecg 3 BGP

VPN (2 7|8t 2= F2 7|8HS OlslistHAE VPN Gateway

2y YEE FRSM 2.

* BGP(Border Gatway Patrol) 71/4

Virtual Network

On-premises
Network

B8 Windows Azure

Gateway
Subnet :
10.0.0.0/29

Lan2 Subnet:10.11.0/24

Subnet(Default) :10.0.1.0/24,
VNetGWIP:13.88.9.205 i0:10.1.08 Sitel

BGP ASN: 64520 BGP ASN: 64521
BGP peer ip:10.0.0.6 BGP peer ip:10.1.254.1

* VTI(Virtual Tunnel Interface) 1+

Virtual Network .
On-premises

Network

- EEErTrrerrmm -on1Subnet:10.1.0.0/24
Lan2 Subnet:10.11.0/24

&R Windows Azure

Subnet :
10.0.0.0/29

Subnet(Default) : 10.0.1.0/24
VNetGWIP: | Sitel

13.93195.247 )
VtiO:
10.1254.1/30
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ZyXEL One Network - | E$.

Zon Utility

Gigabit H

Gigabit PoE .

Zon Utility

' Discoverable Zyxel
network devices

Smart Connect

WAX610D

W __ L WAX610D

GS1900-8HP

WACS500

' WACS500
G$1920-48HP X
1

WACSO0O0H

WACSOO0H

Smart Connect 7|s0| EME AZ|Lt APE Solf 1) E 20| HEH I HH[(ARIZ], AP, UTM)E ZA5t1 2) & Z0lM HES S ZH| 4H0
7FOOFE§ CE 20| U EQ|T #H|2 Web GUI 3tHE EstAL 3)&H|e 28 U 4)8Y 2T[317t 7Hs5H0] HESIS Holvt Ldg 242
HE QI TotO| JHSE WOk OfL|at Ol =7 A|ZHS THES 4 UBLITH
Smart Connect Features
Port & Gystem Mome  GIIFO0 (L4 1005001 PWR Cycie
Desc. -~ Locotan MALC Feset fo Dofout
:;ue “2‘5 S 5\:::'“--'\:%: .’-Gh;';"- \ = L 1909003 PIVR Crcie
Des MAC Beet to Defaus X X
Mage| GH190024 VLA | 117142817 Neighboring  \yep, ui Power Remote
ot | 26 iome GHI300 P ol PR Crcle Device Redirection  Cycling Reset
Dewc - MAT et to Detout Dlscovery
Maode! 0024 VI LAAHLG! rrord
Port 5 Mome GHIF0 L QLIRS PWR Crcle
Dew - MAL Reset 'o Detau®
Madsl G31900-24 V2 A AA e ird
Part - Pod Fa) ome  GHF00 P 1009006 PWR Cycie m WAX61OD
i e R T T T e 80211 a/b/g/n/ac/ax
Dual-Radio Unified
Pro Access Point
Y WAX610D
802.11 a/b/g/n/ac/ax
Dual-Radio Unified
XGS4600-32 GS2220-28HP ) WACs00
Servers 24-port GbE 24-port GbE L2 80211 ac/n/g/b/a
L3 Switch PoE Switch Dual-Radio
Celling mount PoE AP
3) WAC500
Fiber . 80211 ac/n/g/b/a
Gosit D cer () uasoresaon Dual-Radio

ZON Utility, Smart Connect2t ZyXEL iStacking 2} &
H &S0l 2HolS 2| ABIEH & 9l LT}

Celling mount PoE AP

rx
o
ofm

3l HIERIR #2A 27| £At HIES 20|12 g=40|1
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Hardware Included License

Service/Component
Web Filtering

Bundle License Single License

Anti-Malware

IPS

Application Patrol

UT™M SecuReporter

Collaborative Detection & Response

Email Security

Security Profile Sync

Hotspot Management service

Hospitality -
Concurrent Device Upgrade

Secure WiFi Secure tunnel & Managed AP Service

*UTM Packe 7|2 14 + 30€ Trial 2t0|4 A7} Bundle® &0 JLELICH
* Secure WiFi & 2t0| A Bundle &&0| OtL| 22 HE O§A| AFO| 7HSBLICY,

Secure WiFi

e Secure Tunnel for Remote AP

e L2 access between home office and HQ (Secured Tunnel)
« Enforcing 2FA with Google Authenticator

« WPA2 Enterprise (802.1x) supported

* Wireless Storm Control

« Applicable regardless of the on-premise/Nebula-managed mode of the USG FLEX

Supported Remote AP

WAXB50S / WAX610D / WACE500 / WACS500H

Applied Products Number Tunnel Mode AP
USG Flex 100 6

USG Flex 200 10

USG Flex 500 18

USG Flex 700 130

Managed AP Service (on-premise only)

» 802.1ax Wi-Fi 6 AP and WPAS3 support
» 802.11k/v/r support

* Wireless L2 isolation

e Supports auto AP FW update

« Scheduled WiFi service

« Dynamic Channel Selection (DCS)

» Client steering for 5 GHz priority and sticky client prevention
« Auto healing

» ACustomizable captive portal page

o WiFi Multimedia (WMM) wireless QoS
« CAPWAP discovery protocol

« Multiple SSID with VLAN

e Supports ZyMesh

e Supports AP Controller (APC)

Managed AP Service Applied Products Number of Managed AP(Default/Maximum)
USG Flex 100 8/24

APC USG Flex 200 8/40
USG Flex 500 8/72
USG Flex 700 8/520
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Model USG FLEX 100 USG FLEX 200 USG FLEX 500 USG FLEX 700
Product photo

Hardware Specifications

10/100/1000 Mbps RJ-45 ports 4 x LAN/DMZ, 4 x LAN/DMZ, 7 (configurable), 12 (configurable),
1x WAN 2 x WAN 1x SFP 2 x SFP
1x SFP (configurable) (configurable)
USB3.0 ports 1 2 2 2
Console port Yes (RJ-45) Yes (DB9) Yes (DB9) Yes (DB9)
Rack-mountable - Yes Yes Yes
Fanless Yes Yes - -

System Capacity & Performance*

SPI firewall throughput (Mbps)*? 900 1,800 2,300 5,400
VPN throughput (Mbps)*? 270 450 810 1100

VPN IMIX throughput (Mbps)*? 100 160 240 550

IDP throughput (Mbps)*4 540 1,100 1,500 2,000

AV throughput (Mbps)** 360 570 800 1,450
UTM throughput (AV and IDP)** 360 550 800 1,350
Max. TCP concurrent sessions*® 300,000 600,000 1,000,000 1,600,000
Max. concurrent IPsec VPN tunnels*® 40 100 300 500
Concurrent SSL VPN users 30 60 150 150

VLAN interface 8 16 64 128
Concurrent devices logins 64 200 200/300 500/2000

(default/max.)**¢

Speedtest Performance

SPI firewall throughput (Mbps)*" 760 810 810 840
Security Features

Anti-Malware* Yes Yes Yes Yes

IPS* Yes Yes Yes Yes

Application Patrol*’ Yes Yes Yes Yes

Email Security Yes Yes Yes Yes

Web filtering*’ Yes Yes Yes Yes

SecuReporter Premium*’ Yes Yes Yes Yes

Collaborative Detection & Yes Yes Yes Yes

Response*’

SSL (HTTPS) Inspection Yes Yes Yes Yes

2-Factor Authentication Yes Yes Yes Yes

VPN IKEV2, IPSec, SSL, IKEV2, IPSec, SSL, IKEv2, IPSec, SSL, IKEv2, IPSec, SSL,

L2TP/IPSec L2TP/IPSec L2TP/IPSec L2TP/IPSec

Microsoft Azure Yes Yes Yes Yes

Amazon VPC Yes Yes Yes Yes

Default Number of Managed AP 8 8 8 8

Recommend max. AP in1 AP Group 10 20 60 200

Secure WiFi Service*’ Yes Yes Yes Yes
Maximum No. of Tunnel-Mode AP 6 10 18 130
Maximum No. of Managed AP 24 40 72 520
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Model USG FLEX 100 USG FLEX 200 USG FLEX 500 USG FLEX 700

Connectivity Management

Cloud-managed Yes Yes Yes Yes
(Nebula) Mode

Hotspot Management*’ - Yes Yes Yes

Ticket printer support*®/ - Yes (SP350E) /10 Yes (SP350E) /10 Yes (SP350E) /10
Support Qty (max.)

Device HA Pro - - Yes Yes

Power Requirements

Power input 12V DC, 2A max. 12V DC, 2.5A max. 12V DC, 417A 100-240V AC,
50/60Hz, 2.5A max.
Max. power consumption 12.5 13.3 241 46
(Watt Max.)
Heat dissipation (BTU/hr) 42.65 45.38 82.23 1201
Item Dimensions 216 x 147.3 x33/ 272 x 187 x 36/ 300 x 188 x 44/ 430 x 250 x 44/
(WxDxH) (mm/in.) 8.50 x 5.80 x 1.30 10.7 x 7.36 x 1.42 16.93 x 74 x 1.73 16.93 x 9.84 x 1.73
Weight 0.85/1.87 1.4/3.09 1.65/3.64 3.3/728
(Kg/Ib.)
Packing Dimensions 284 x 190 x 100/ 427 x 247 x 73/ 351 x 152 x 245/ 519 x 392 x 163/
(WxDxH) (mm/in.) 1118 x 7.48 x 3.94 16.81x 9.72 x 2.87 13.82 x 5.98 x 9.65 20.43 x 15.43 x 6.42
Weight 1.40/3.09 223 (W/O bracket) 2.83/6.24 4.8/10.58
(kg/lb.) 2.42 (W/ bracket)
Included accessories e Power adapter e Power adapter « Power adapter « Power cord
e RJ-45 - RS-232 Cable ¢ Rack mounting kit e Power cord e Rack mounting kit
for console connection « Rack mounting kit

Environmental Specifications

Operating Temperature 0°C to 40°C/ 0°C to 40°C/ 0°C to 40°C/ 0°C to 40°C/
32°F to 104°F 32°F to 104°F 32°F to 104°F 32°F to 104°F
Humidity 10% to 90% 10% to 90% 10% to 90% 10% to 90%
(non-condensing) (non-condensing) (non-condensing) (non-condensing)
Storage  Temperature -30°C to 70°C/ -30°C to 70°C/ -30°C to 70°C/ - 30°C to 70°C/
-22°F to 158°F -22°F to 158°F -22°F to 158°F - 22°F to 158°F
Humidity 10% to 90% 10% to 90% 10% to 90% 10% to 90%
(non-condensing) (non-condensing) (non-condensing) (non-condensing)
MTBF (hr) 989810.8 529688.2 529688.2 947736
Acoustic Noise - - 24.5dBA on <25degC 24.5dBA on <25degC
Operating Operating
Temperature, Temperature,
41.5dBA 41.5dBA

on full FAN speed on full FAN speed

Certifications

EMC FCC Part 15 (Class B), FCC Part 15 (Class B), FCC Part 15 (Class A), FCC Part 15 (Class A),
CE EMC (Class B), CE EMC (Class B), CE EMC (Class A), CE EMC (Class A),
C-Tick (Class B), C-Tick (Class B), C-Tick (Class A), C-Tick (Class A),
BSMI BSMI BSMI BSMI

Safety LVD (EN60950-1), LVD (EN60950-1), LVD (EN60950-1), LVD (EN60950-1),
BSMI BSMI BSMI BSMI

*: This matrix with firmware ZLD4.50 or later.

*1: Actual performance may vary depending on system configuration, network conditions, and activated applications.

*2: Maximum throughput based on RFC 2544 (1,518-byte UDP packets).

*3: VPN throughput measurement are based on RFC 2544 (1,424-byte UDP packets); IMIX: UDP throughput based on a combination of 64 byte, 512 byte, and
1424 byte packet sizes.

*4: AV (with Express Mode) and IDP throughput measured using the industry standard HTTP performance test (1,460-byte HTTP packets). Testing done with
multiple flows.

*5: Maximum sessions measured using the industry standard IXIA IxLoad testing tool

*6: Including Gateway-to-Gateway and Client-to-Gateway.

*7: With Zyxel service license to enable or extend the feature capacity.

*8: This is the recommend maximum number of concurrent logged-in devices.

*9: SafeSearch function in CF need to enable SSL inspection firstly and not for small business models.

*10: With Hotspot Management license support

*11: The Speedtest result is conducted with 1Gbps WAN link in real world and it is subject to fluctuate due to quality of the ISP link.
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Software Features

Security Service
Firewall

e ICSA-certified corporate firewall

e Routing and transparent (bridge)
modes

« Stateful packet inspection

« User-aware policy enforcement

e SIP/H.323 NAT traversal

o ALG support for customized ports

» Protocol anomaly detection and
protection

e Traffic anomaly detection and
protection

» Flooding detection and protection

e« DOoS/DDoS protection

Unified Security Policy

» Unified policy management interface

e Support Content Filtering,
Application Patrol, firewall (ACL/SSL)

« Policy criteria: zone, source and
destination IP address, user, time

Intrusion Detection and Prevention

(IDP)

¢ Routing and transparent (bridge)
mode

» Signature-based and behavior
based scanning

o Customized signatures supported

o Automatic signature updates

Application Patrol

e Granular control over the most
important applications

« I[dentifies and controls application
behavior

* Supports 30+ application categories

« Supports user authentication

» Real-time statistics and reports

Anti-Malware

e Stream-based scan engine (Stream
Mode)

e HTTP, FTP, SMTP, and POPS3 protocol
supported

» No file size limitation

o Automatic signature updates

E-mail Security

e Transparent mail interception via
SMTP and POPS3 protocols

e Spam and Phishing mail detection

» Blacklist and whitelist support

» Supports DNSBL checking

URL Threat Filter

» Botnet C&C websites blocking

» Malicious URL blocking

e Supports External URL blacklist

Content Filtering

e HTTPs domain filtering

« SafeSearch support

« Whitelist websites enforcement

+ URL blacklist and whitelist with
keyword blocking

» Customizable warning messages
and redirect URL

» Customizable Content Filtering block
page

» URL categories increased to 111

o CTIRU (Counter-Terrorism Internet
Referral Unit) support

IP Exception

« Provides granular control for target
source and destination IP

e Supports security service scan
bypass for IDP, Anti-Malware and
URL Threat Filter

VPN

IPSec VPN

e Key management:
IKEV1 (x-auth, mode-config),
IKEV2 (EAP, configuration payload)

« Encryption: DES, 3DES, AES (256-bit)

o Authentication: MD5, SHA1, SHA2
(512-bit)

« Perfect forward secrecy (DH groups)
support1, 2, 5,14, 15-18, 20-21

e PSK and PKI (X.509) certificate support

e IPSec NAT traversal (NAT-T)

e Dead Peer Detection (DPD) and relay
detection

« VPN concentrator

e Route-based VPN Tunnel Interface
(VT

¢ VPN high availability (Failover, LB)

« GRE over IPSec

« NAT over IPSec

e L 2TP over IPSec

o Zyxel VPN client provisioning

e Support iOS L2TP/IKE/IKEV2 VPN
client provision

SSL VPN

e Supports Windows and Mac OS X
e Supports full tunnel mode

e Supports 2-Factor authentication

Networking

WLAN Management

e Supports AP Controller (APC) version
3.60

« 8021Max Wi-Fi 6 AP and WPAS3 support

» 802.11k/Vv/r support

» Wireless L2 isolation

e Supports auto AP FW update

» Scheduled WiFi service

« Dynamic Channel Selection (DCS)

« Client steering for 5 GHz priority and
sticky client prevention

* Auto healing

» Customizable captive portal page

o WiFi Multimedia (WMM) wireless QoS

o CAPWAP discovery protocol

o Multiple SSID with VLAN

e Supports ZyMesh

e Support AP forward compatibility

« Rogue AP Detection

Mobile Broadband

« WAN connection failover via 3G and
4G* USB modems

e Auto fallback when primary WAN

recovers

IPv6 Support

e Dual stack

¢ IPv4 tunneling (6rd and 6to4
transition tunnel)

e SLAAC, static IP address

« DNS, DHCPVG6 server/client

« Static/Policy route

¢ IPSec (IKEv2 6in6, 4in6, 6in4)

Connection

» Routing mode, bridge mode and
hybrid mode

e Ethernet and PPPoE

o NAT and PAT

o NAT Virtual Server Load Balancing

« VLAN tagging (8021Q)

e Virtual interface (alias interface)

« Policy-based routing (user-aware)

« Policy-based NAT (SNAT)

« GRE

« Dynamic routing (RIPV1/v2 and OSPF,
BGP)

« DHCP client/server/relay

e Dynamic DNS support

« WAN trunk for more than 2 ports

e Per host session limit

* Guaranteed bandwidth

e Maximum bandwidth

e Priority-bandwidth utilization

« Bandwidth limit per user

* Bandwidth limit per IP

» Bandwidth management by application

e Link Aggregation support*

Management

Nebula Cloud Management

» Unlimited Registration & Central
Management (Configuration,
Monitoring, Dashboard, Location Map

12 Datasheet ZyWALL USG FLEX 100 /200 / 500 / 700



& Floor Plan Visual) of Nebula Devices

o Network Function Scheduling (SSID/
PoE/Firewall Rules)

« MAC-Based and 802.1X Authentication

o Captive Portal Authentication

Authentication

e Local user database

o External user database: Microsoft
Windows Active Directory, RADIUS,
LDAP

« |IEEE 802.1x authentication

o Captive portal Web authentication

e XAUTH, IKEV2 with EAP VPN
authentication

e IP-MAC address binding

« SSO (Single Sign-0On) support

e Supports 2-factor authentication
with Google Authenticator as the
second factor for administrator
account

System Management

» Role-based administration

e Multi-lingual Web GUI (HTTPS and
HTTP)

« Command line interface (console,
web console, SSH and telnet)

e SNMP v1, v2¢c, v3

e System configuration rollback

« Configuration auto backup

e Firmware upgrade via FTP, FTP-TLS
and Web GUI

e New firmware notify and auto
upgrade

e Dual firmware images

» Cloud CNM SecuManager

Logging and Monitoring

e Comprehensive local logging

« Syslog (to up to 4 servers)

« Email alerts (to up to 2 servers)
» Real-time traffic monitoring

e Built-in daily report

e Cloud CNM SecuReporter
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