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2FA 215

M| IA-||:|-|-|-I

X

CONFIGURATION
+ Network
~ VPN
— BWM
— Web Authentication
+ Security Policy
+ Security Service
+ Object
— Device HA
+ Mgmt. & Analytics
— Host Name
— USB Storage
— Date/Time
— Console Speed
— DNS
- WWW
— SSH
— TELNET
— FTP
— SNMP
— Auth. Server
Motification
— Language
— IPv6
— ZON
+ Log & Report
4

HEEIRE

2

: E-mail

Mail Server SMS

Response Message

“General Settings

Mail Server:

Mail Subject:

Mail Server Port:

Mail From:

SMTP Authentication
User Name :
Password:

Retype to Confirm:

smtp.whoisworks.com

Append system name
087

managed@zyxel.kr

managed@zyxel.kr

(Outgoing SMTP Server Name or IP Address)
Append date time
TLS Security
{Email Address)

STARTTLS Authenticate Server

¢ Schedule

Time For Sending Report:

4

0 (hours)

0 (minutes)

¢ e A
/‘xh Hemmjﬁl

Configure > System - Notification
@ Mail Server 27 (2= At 23)

+ Mail Server : SMTP A|HH O|E EE= IP &
4 smtp.google.com)

(Ex: google2| &

o2

v Mail Subject: ZH[2| O|F & EM/AIZHS =7t HE K3

+ Mail Server Port : | A|HA|A| A= ZE HS

\_

ol
H —

« Mail From : ELj= At MY =4
« SMTP Authentication : H| 2 (&%
S>HYAY HE ¢

)
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Setting MAC Address
CONFIGURATION
~ Network @
& ~ VPN Two-factor Authentication
— BWM o .. Password Ex... Reference
) i User Configuration
— Web Authentication User Name - e 2027/0212 0
+ Security Policy 2 zykr User Type admi 2027/0212 1
~ Security Service Page || Pevre [ o Displaying 1- 2 of 2
Devi Insiah Description: Local User
a vice nSIg t US:EI’ Email:
% — Zone :
User/Group o Add = Edl \opiie Number:
— AP Profile Authentication Timeout Settings Use Default Settings © Use Manual Settings vord Changed Da... Reference
§i 1 Idap- Lease Time: 1440 minutes 0
— MON Profile < ap-use Reauthentication Time: 1440 minutes
— ZyMesh Profile 2  radius-u 0
— Address/Geo IP 3  ad-user 0
— Service 4  ua-user 0
— Schedule 5 test 08/16 2
— AAA Server 6 user 08/16 1
— Auth. Method 7 local_ni 08/16 0
— Certificate 8  zyxel_ss 08/16 1
— ISP Account 9 b2 — S S _Concel_ zozd/08/16 1
~ DeviceHA 10 tom user Local User 2023/11/06 2026/08/16 3
L L N zykr_ss user Local User 2024/04/M 2026/08/16 3
— System .
y 12 victor user Local User 2026/08/05 2026/08/16 3
— Host Name - .
13 test123 limited-admin Local User 2025/08/04 2026/08/16 0
— USB Storage
. 14 yun guest Local User 202512/02 2026/08/16 0
— Date/Time 4 -
p > 15  min user Local User 2026/01/27 2026/08/16 1

"'\.\.

/T
3 | Remark |
V &l y
Configure > Object > User/Group - Local Administrator > +Add
© Admin AE 44
- User Name / Password / Retype : A& HH& =

> OK MESH A 4o
> ddE AE “Edit”
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User Group Setting MAC Address
@ CONEIGURATION &) Edit User test-2fa 1]
Network Local Administrator Two-factor Authentication
)-'3‘\ ~ VPN © Add | & Edit [@ Re
— BWM # User Name User Configuration
— Web Authentication 1  admin User Name : test-2fa
+ Security Policy 2 zykr T
+ Security Service 3 test-2fa Password: esssessses
_ Page (1 | of 1  Retype: tesssacans
— Device Insight Description: Tocal User & Verify Email ]
Q% ,."Grnup User Email: |managed@zy:el.kr Emall: managed@zyxel.kr
— AP Profile O Add [ Edit W Rel ﬂl Code: (]
— MON Profile ¢ Mobile Number:
— ZyMesh Profile 1 Idap-users Authentication Timeout Settings Use Default Settings O Use
— Address/Geo IP 2  radius-users Lease Time: 1440 minutes
— Service 3 ad-users Reauthentication Time: 1440 minutes m
— Schedule 4 ua-users
— AAA Server 5 test
— Auth. Method T
— Certificate 7 local_nic
— ISP Account 8  zyxel_ss|
— Device HA 9 b2
+ Mgmt. & Analytics 10 tom
~ System m  zykr_ssl
- HostName 12 wictor
) E:if_:nzge } 13 test123 | OK | m
q N 14 yun guest Local User 2025M12/02 2026/08/16 0

"'\.\.

e
/k nemmf.

Configure > Object > User/Group - Local Administrator > Edit

@ Email : 2FAQIZS TFEES HhS 0| Y A Ak

- Send Code: dlid M= MIU2 = Ho




4 2FA Ol= : E-mail

2e[X A 2% 0ls 243

User Group Setting
@ CONFIGURATION € Edit User test-2fa

Network . Local Administrator | General Two-factor Authentication

;}\ ~ VPN @ Add | Edit
— BWM

MAC Address

General Setting

# User Name P
— Web Authentication 1 admin 1 il Enable Two-Factor Authentication for VPN Access
+ Security Policy 2 zykr [ Enable Two-Factor Amhe""cwl
+ Security Service 3 test-2fa Two-factor Auth. Method: IPIN code by SMS/Em: » I{Please see Admin Access for more information)
. Page |1
Dewce Insight
— Zone User
User/Group |
— AP Profile ©Add ¥ Edit
~ MON Profile 4
— ZyMesh Profile 1 Idap-users
— Address/Geo IP 2 radius-users
— Service 3 ad-users
— Schedule 4  ua-users
— AAA Server 5  test
~ Auth. Method 6 user
— Certificate 7 local_nic
— ISP Account 8  zyxel_ssl
— Device HA 9 B2
+ Mgmt. & Analytics 10 tom
= Giisl] 11 zykr_ssl
- HostName 12 wictor
- USB Storage 13 test123 __OK__] Cancel
— Date/Time -
4 N 14 yun guest Local User 2025M12/02 2026/08/16 0

"'\.\.

o —
3 | Remark |
V il Y
Configure > Object > User/Group - Local Administrator > Edit > Two-factor Authentication

@ “Enable Two-Factor Authentication for Admin Access” K| =
- “PIN code by SMS/Email” M&4

\_
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User Group Setting MAC Address

CONFIGURATION
+ Network

& — VPN Two-factor Authentication
— BWM

y o . Password Ex... Reference
ser Conflgu ration
— Web Authentication

X R User Name : |:|0 2027/0212 0
+ Security Policy 2 zykr Jser Type 2027/02/12 1

+ i i : 1 e
. Security Service Page || e o Displaying 1 - 2 of 2
3 [ones |

A . Description: Local User
— Device Insight User Emal
— Zone i
User/Group ﬂ Add = Edl vobile Number:
— AP Profile Authentication Timeout Settings Use Default Settings © Use Manual Settings vord Changed Da... Reference
£i 1 ldap-use Lease Time: 1440 minutes 0
— MON Profile < p Reauthentication Time: 1440 minutes
— ZyMesh Profile 2  radius-u 0
— Address/Geo IP 3  ad-user 0
— Service 4  ua-user 4]
— Schedule 5 test 08/16 2
— AAA Server 6 user 08/16 1
— Auth. Method 7 local_nid 08/16 0
— Certificate 8  zyxel_ss 08/16 1
— ISP Account g b2 - sy /08/16 1
~ DeviceHA 10 tom user Local User 2023/11/06 2026/08/16 3
b L N zykr_ss| user Local User 2024/04/11 2026/08/16 3
— System .
y 12 victor user Local User 2026/08/05 2026/08/16 3
— Host Name - )
USBSE 13 test123 limited-admin Local User 2025/08/04 2026/08/16 0
- orage
. . 14 yun guest Local User 2025012/02 2026/08/16 0
— Date/Time - -
p > 15  min user Local User 2026/01/27 2026/08/16 1

"'\.\.

o
- HE' m |
/7 B Remerk)
Configure > Object > User/Group - Local Administrator > +Add

@ Admin AN Mo
> User Name / Password / Retype : A8 M& =
> OK MEHSIO] A ‘HH
> MME AH “Edit”




2FA 215 : : Google Authenticator

X

MAC Address

Setting

Network . Local Administrator

{a} CONFIGURATION

+ VPN & Add | Edit | @ Remove References © Edit User test-2fa
— General Two-factor Authentication
BWM YTTT———s 1Cre BRCSEl Two-factor Authentication
— Web Authenti S Buil
. i General Two-factor Authentication General Setting
+ Security Pol 202 .
. [C] Enable Two-Factor Authentication for VPN Access
el Ganeral Selting 202 Enable Two-Factor Authentication for Admin Access
@3 — [C] Enable Two-Factor Authentication for VPN Access Two-factor Auth. Method: |Google Authenticator |+ | (Please see Admin Access for more information)
— Device Ins I Enable Two-Factor Authentication for Admin Accessl @
Q@ — Zone Two-factor Auth. Method: | Google Authenticator || (Please see Admin Access for more information) Set up Google Authenticator
User/Grou : c D
— AP Profile
N - . . Download & install Google Add your account to Google Verify your device
— MON Profil Finish Setting up Google Authenticator to enable ZFA I Authenticator on your mobile device. Authenticator
_ H =0 After clicking the "+" icon in
el Buil Google Authenticator, use the
— Address/G P Buil camera to scan the QR code on Enter code
) r;g # . the screen.
— Service o Buil
— Schedule Buil ' ), Google Authenticator '
— AAA Serv | | - ; g
— Auth. Met| _ ¢ Play ADD Store
— Certificat Setup Google Authanticator Can not scan the QR code?
— ISP Accou 20
— Device HA 20
+ Mgmt. & Anal 20
— System L e =T
M zykr_ssl user Local User 2024708711 Z076/08/16 3
— Host Name .
12 wictor user Local User 2026/08/05 2026/08/16 3
— USB Storage - .
Date/Ti 13 test123 limited-admin Local User 2025/09/04 2026/08/16 0]
— Dateflime -
14 yun guest Local User 2025M12/02 2026/08/16 0

/i\- Hemrk;l

@ “Enable Two-Factor Authentication for Admin Access” ®| 3
> “Google Authenticator” ME4

0 20

Z0l| M Google Authenticator 5|Z &X| > QRSE > dd & I = &S

\_

Configure > Object > User/Group - Local Administrator > Edit > Two-factor Authentication




+ Network

-~ VPN

— BWM

— Web Authentication

{Eﬁ CONFIGURATION

8

+ Security Policy
+ Security Service

— Device Insight

&

— Zone
User/Group

— AP Profile
— MON Profile <
— ZyMesh Profile
— Address/Geao IP
— Service
— Schedule
— AAA Server
— Auth. Method
— Certificate
— ISP Account

— Device HA

+ Mgmt. & Analytics

— System
— Host Name
— USB Storage

— Date/Time -
{ I

I
7 |¥] Enable Password CGI’I‘IP|E>€“5"

Y ed 2 28

Enable user idle detection

MAC Address

User idle timeout: 3 (1-60 minutes)

ogin Security (i)

Password must be changed every (days) €60 (1-365 days}ll

5. Password reset link(FQDN/IP): Default »|  myrouter.local

4

Complexity requirement;

* Minimum password length should be of 8 characters.
* Include at least 1 Upper case alphabetic character.

* Include at least 1 Lower case alphabetic character.

* Include at least 1 numeric character.

* Include at least 1 special character like '@"'$''""...

4

User Logon Settings
Limit the number of simultaneous logons for administration account
Maximum number per administration account: 1 (1-300)
Limit the number of simultanecus logons for access account

Maximum number per access account: 1 (1-300)

User IP Lockout Settings
Enable logon retry limit
Maximum retry count: 5 (1-99)

Lockout period: 320 (1-65535 rinutes)

/ Remark

~

Configure > Object > User/Group - Local Administrator > Edit > Two-factor Authentication

@ “Password must be changed every (days)” H|3

> H|ZHS A 7| 4F
@ “Enable Password Complexity” %3
> 2 A MH

K > 2 S UHEX/LEX/EFERY X7 2t 2[4 8t O| 49| H|Z M A ZA| /
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Policy
@ CONFIGURATION Show Filter_ @ Add Policy [7][x] ._
Licensing -~ = = i'
)_-:\ - Wireless _General Settir:Sl Create New ﬂbjEﬂtT]. S
+ Network Enable Po User -~
: :::1 Warning: Yol Address cess by
source IP ad i
— Web Authentication Service Allow_IP
—|Security Policy Update Sect Schedule (Optional)
s, Al ) Device Profile any v
% — ADP IPv4 Configur|
— Session Control Allow Asyr To: ZyWALL R
) :ﬂ:‘-'::!f Service ’ - Source: Allow_IP -
— Device Insight S Destination: any w7 I
— Zone ! 9 .
_ User/Group 2 Q Service: any i
— AP Profile 3 ¢ Device: any w7
— MON Profile a 9
— ZyMesh Profile s @ User. any M
— Address/Geo IP 6 ¢ Schedule: none v
— Service 7 ? Action: allow -
— Schedule 8 ¢
— AAA Server 9 @ Log matched traffic: no ¥ -
— Auth. Method 10 ¢
— Certificate 1 @ m m
— ISP Account -

~DeviceWA - apoty | Reser

Configure - Security Policy = Policy Control > +Add

@ “Create New Object” 0l A Address/Service ZHH| A4 A

@ To:ZyWALL
+ Source: @Oﬂkl MAMSHIP A « Service: @0“*1 MASHMH|A EZE 20K

* ZyWALL2 ot 473 GUI/CLI S2 HZ0|H FH| 22| X2l IPE X0 2| f HYS XpEhe 4 QU




Service Group

@ CONFIGURATION
. . Configuration
+ Licensing - -
’:\ + Wirelass @ Add @ Remove [ Referen| & Edit Service Group Rule Default_Allow_WAN_To_ZyWALL [?]X]
+ Network #  Family MName «
+ VPN 1 @ Allow_service_G Configuration
— BWM .
L 2 @ El A2 MName: Default_Allow_WAN_T
— Web Authentication 3 @ DHCPVE
+ Security Policy 4 @ DNS Description: System Default Allow
~ Security Service 5 @ Default_Allow_DMZ_To,
Q% _ 1, 6 2 Default_Allow_IcMPve_| | Configuration
— Zone
8 @ Default_Allow_vE_DMZ_| C T === ===
— User/Group < UDP 53 o Object
‘ 9 @ Default_Allow_vE_WAN_ AH
— AP Profile UDP_123
) 0 &8 Default_Allow_vE_any_tc UDP 161 ESP
— MON Profile 1 e IR - GRE
— ZyMesh Profile 5 = UDP_162 IKE
— Address/Geo IP ! e Kara_Denmy UDP_443 . NATT
Service 13 @ MNAS_Allow UDP_500
 Schedule " @ NetBIOS UDP_1990
UDP_1991
15 ROADRUMNNER -
— AAA Server @ CinD Enen v
— Auth. Method 6 @ RTSP 4 ]
— Certificate 7 @ Redmine_G
— ISP Account B8 @ SNMP
— Device HA 1 @ SNMP-TRAPS “ m
+ Mgmt. & Analytics 20 @ 55H v
+ System 2 @ Wiz_HTTPS_GRP 1
+ Log & Report 22 @ Wiz_SSLVPN_GRP 1
r 1 B =1 VAlim AAIARL T Dieidies (0D a

P
| Hen'lll:lrkf

/\

Configure > Object-> Service - Service Group
@ “Default_Allow_WAN_To_ZyWALL” Edit

@ Availabledi Al MemberZ 2sH= AH|A ILE 0|5

*olY MH|A OF M= R0l M HeHo 2o HAS 5|8 EE HFY0= WM QEord ZERFETY ER

o




Service Control Login Page
(@ CONFIGURATION (& D
\_1_—
— Address/Geo P “
& — Service Enable
— Schedule Server Port: 8443
— AAA Server Authenticate Client Certificates [See Trusted Chs)
— Auth. Method Server Certificate: default v
— Certificat )
ertiicate Redirect HTTP to HTTPS
— ISP Account
_ Device HA Admin Service Control
% + Mgmt. & Analytics ﬂ.ﬁ.dd # Edit Wl Remove oM Move
#+ Zone Address Action
— Host Name - ALL ALL accept
— USB Storage < Page E of 1 Show |50 || items Displaying 1-1of 1
— Date/Time
— Console Speed User Service Control
— DNS @ Add & Edit 1 Remove oM Move
WWWwW #+ Zone Address Action
SSH - ALL ALL accept
CoEe = Page [1 | of 1 Show |50 || items Displaying 1-10f 1
— FTP
':-.. 2 _.»:I
— SNMP 5 f—
— Auth. Server
— Notification Enable
— IPv6 Admin Service Control
— ZON

/<- Han'lurk-\'

Conflgure - System > WWW

@ HTTPS: 2/Rolld ZH| H2S Qlot ZE (7] 443)
> ex: 7|23} 443 -> 844392 A Al https://301IP:8443 O 2| 20j| A &H| M2 7+s

@ HTTP: 2L0fA HH| F2S 93t ZE (7]2 80)
~> Ex: 7|=22{ 80 -> 80802 = tHE Al http://=21IP:8080 L= 2[R0 A FH| B 7t
k > HoF 2t HTTP= Disable #%&



https://%EA%B3%B5%EC%9D%B8ip:8443/
http://%EA%B3%B5%EC%9D%B8ip:8080/

{E!?} CONFIGURATION

UPnP

WAN X2 A

of= IPE M 2letofle] 2= IP X &8

Address

IPv4 Address Con

e~
ot

Address Group

(FH])

Geo IP

 Add

% Add Address Rule

I& — IP/MAC Binding i

— Layer 2 Isolation q
~ DNS Inbound LB 1 AllTraftic 0
_ VPN 2 Allow_IP Mame: ik 1
_ IPSec VPN 3 Anlab_40B 0

v b
| Psecr — Address Type: GEOGRAPHY -
— L2TP VPN 5 China N | w | !
Q@ — Remote AP VPN 5 DMZ_SUBME R‘E‘QID“. 0
~ BWM - 7 FLEX100H & Acia - 0
— Web Authentication 8 FLEX_S00H . 1
+ Security Policy s] FLEX_500_H - ﬂfghanlﬁtan 0
+ Security Service 10 HQl - Armenia 0
n Ha2 B8 Azerbaiian 11 o
gl 12 IP6tod-Relay J 0
- 3“": 13 IP116 SUBNET 192.168.1.0/29 0
- User/Group 14 1P_3.36.74169 HOST 3.36.74.169 0
— AP Profile
 MON Profile 15 IP_10.100.0.0 SUBNET 10.100.0.0/16 0
_ ZyMosh Profile 16 IP_54.180.105.107 HOST 54.180.105.107 0
Address/Geo IP 17  IP_61.222.7514 HOST 61.222.75.14 1
S Service 18 IP_75 HOST 192.168.22.95 1
_ Schedule 19 IP_78 HOST 192.168.22.78 0
_ AAA Server 20 IP_118.163.48105 HOST 118.163.48.105 1
_ Auth. Method 21 IP128 HOST 192.168.22.128 1
— Certificate 22 IP156 HOST 192.168.22.156 0
1 o e me 2 amn A ana -
/T T, R
/ Remark )
Configure - Object > +Add
@ « Name:O0|E X|H
+ Address Type : “GEOGRAPHY” A&l
v Region : Asia / Europe / Afcica / North America / Oceania / South America / Antarctica --- 414

o

> 32 P RE S

fujo

> Region2 CH= & ZHA| StLH 4| H: MM ZIQ
2|et “Republic of Korea” ZiK| S MM He




WAN &2 H| et (ZHH])

of= IPS M2l o2l Z= IPAME 2F

Address Address Group Geo IP

@ CONFIGURATION

IPv4 Address Grou

— UPnP %3 Add Address Group Rule ) ;
)}\ — IP/MAC Binding N
. - it
Layer 2 Isolat
ayer < Isolation 1 Y inG Group Members 0
— DNS Inbound LB -Ip
— VPN 2 Wiz_HTTPS_ Name: | |“ 0
— IPSec VPN 3 Wiz HTTPS_ - 0
@ : Description: | |
— SSLVPN 4 Wiz_SSLVPN| 0
— L2TP VPN 5 dvG Address Type: |GEUGR&PHT |"’| 0
% — Remote AP VPN 6 internship 0
— BWM 7 kakao_IP_G ember List 0
— Web Authentication 8 zyxelhg_g ]
+ Security bos < Avallable | Member
ecurity Policy Page E Displaying 1- 8 of 8
+ Securitv S . === Dbject === |
y Service .
China
— Device Insight F{Edmme‘lapan
— Zone lkapan P
— User/Group orea.
— AP Profile
— MON Profile
— ZyMesh Profile
Address/Geo IP
— Service -
— AAA Server
— Auth. Method
— Certificate v

/= ™

1 | Remark |
/I\ ™ .,n-’rj

Configure > Object > Address Group -> +Add

@ + Name:O|EXH
+ Address Type : “GEOGRAPHY” MEY
+ Region : Asia / Europe / Afcica / North America / Oceania / South America / Antarctica -+ 414

@ Member List
K - Available0f| = 44t GEO ZiK|

S 2= HSS =St Memberz 0|5

Ul




WAN X2 A

of= IPE M 2letofle] 2= IP X &8

@ CONFIGURATION

Policy
Show Filter

e~
ot

(FH])

Licensing -~
2-3\\ + Wireless _General Sete Q) Add Policy [Z]x]
- VPN
Warning: You “ | to restrict access by
— BWM source IP ad Enable
— Web Authentication
Policy Control Description: (Optional)
Qg — ADP IPv4 Configui
. I From: WAN i
— Session Control Allow Asy
+ Security Service . To: ZyWALL b
) y & Add |-
— Object 4 Source: GEO_G kS _)rufle
— Device Insight .
1 ? Destination: any v
— Zone
~ User/Group 2 9 Service: any v
— MON Profile 4 9 y = - =k ¢
ser:
— ZyMesh Profile 5 ? y
— Address/Geo IP B L Schedule: none ¥
~ Service 79 Action: deny M
— Schedule 8 Q - -
Log denied traffic: no v -
— AAA Server 9 @
~ Auth. Method 0 9 oK ]| cancel
— Certificate n @ Seetrol a \WAN any (Ex... any mseetrol aSeetrol any any none all... no
— ISP Account - :
- bevice A ropy | et |

/oD A
/"-.‘h HE'I'I'I'CII'"{J
Configure > Security Policy - Policy Control > +Add

@ v Enable: X3 siH|(L=)
> Q| E = IP Kt S 0| X[ AT

« From : WAN (2/50{|A)
v To:ZyWALL (&eHeZ HI25H=)

2 =7tsoh7| 20| M A0l = Disable HEi= 44
+ Source : 4% GEO Group MEH (2| 2 IPE)
+ Action : deny (XFEHSHCH

\_




% WAN &2 |t (&HH])

of= IPE M 2letofle] 2= IP X &8

Policy
@ CONFIGURATION Show Filter
UPhP .
— UPn ‘
o General Settings

I}\ — IP/MAC Binding

— Layer 2 Isolation Enable Policy Control
— DNSInbound LB Warning: You have a rule that allows anyone on the Internet to access the Zyxel Device Web Configurator and SSL VPN. Recommend to restrict access by

— VPN source IP address for theWeb Configurator and GeolP for SSL VPN, ASAP.
te Securi ettings

— SSLVPN pda ty Setting

— L2ZTP VPN P4 Confi )
% — Remote AP VPN onfiguration

Allow Asymmetrical Route

QAdd [ Edit BR

BWM
Web Authentication
Security Policy

oD

St... Name From To IPv4 Source IPv4 D... Service Device User Sched... A.. Log Profile
Sl Q  KoreaAllow aWAN  ZyWALL skorea P any  any  any  any  none all. no
B ADP‘ o) GEO_Deny a \WAN ZYyWALL ~GEQ G any any any any none d.. no
~ Session Control ?  MIN_ERP aWAN  aLANT any aMIN_... aTCP_.. any any none  all.. lo...

B E;:::;:ty Service ¢  kakao_test_.. any any (E... =VLANS50 any aKaKa... any — N
e @  syslog =WAN  any (E.. any aTest... aSYSL.. any any none all... no
D ¢  deny2 any any (E... =aVLANS0 any any any any none all.. no G35
_ User/Group ¢ UDP_443.D.. any any (E.. =VLANS0 any 2udp:... any any none d... no
_ AP Profile ? v SWAN  ZyWALL svvv e R R R
— MON Profile ¥ China =WAN  any (E.. =China any any any any none  d.. no
— ZyMesh Profile 10 @ Policy-Cont... any any (E... any any any any any none al... no
_ Address/Geo IP 1 ?  Mail_Allow any any (E... =Spam any any any any none all... no
— Service R |

— Schedule M m m

()
| Remark |
i)

N

Configure > Security Policy - Policy Control - +Add

@ “GEO_Deny”2t“Korea_Allow” 71| & & “Korea_Allow” £0| I 2/0fl LE=ZE &Qlsta “Activate” > “Apply” A=
> GEO_Deny 0| I 2|0f| JCH 2M2=2|7t 7| 20l “Move” HEo = M= EHE
(Priority He =0 =2 HH L)




Helof Yrjlo| =

A7& H0 GH[o[E

Configuration File Firmware Management Shell Script
Firmware Status
— Diagnostics
— Packet Flow Explore # St.. Model Version Released Date Upgrade
— Shutdown/Reboot 1 St.. ATP500 V5.40(ABFU.0) 2025-05-06 19:52:04 5 Qo
2  Ru.. ATP500 V5.43(ABFU.O) 2026-07-29 14:24:20

Page |1 of 1 Show |50 |+ | items

Cloud Firmware Information

Displaying 1- 2 of 2

1.Schedule Reboot and Auto Firmware Update functions are mutually exclusive.
If Auto Firmware Update enabled, then you cannot set Schedule Reboot and vice versa.

5.43(ABFU.0)
2026-08-03 00:00:0C

Latest Version:
Release Date:

Release Note: Release Motes Document

V] Auto Update (1)
@ Daily 0 v (Hour)

@ Weekly Friday ¥ (pDay) 3 ¥ (Hour)

Auto Reboot

Firmware Upgrade Service Status

Service Status: Activated

P
| Hen'lll:lrkf

/\

Configure > Security Policy - Policy Control > +Add
@ “Check Now” HHES £} £| Al Tgl|of H{H ol
- “Auto Update” {32
- Daily or Weekly & HH|0|E TIgH A|7H A EH
- “Auto Reboot” M|335t Xt= I EE T (FH|0|E= THEEIO| ZIA=[0{0F & M Z)

o
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